APPENDIX D

PRICING AND SERVICES INDEX

Customer Discount

Security Services Categories

Small
Customer

Medium
Customer

Large
Customer

DIR Managed IT Security Services

|A. External controlled penetration testing

1. Scanning

25%

25%

25%

2. Penetration testing

25%

25%

25%

3. WAR Dialing

25%

25%

25%

4. WAR Driving

25%

25%

25%

5. Social Engineering

25%

25%

25%

6. Applications Assessment

25%

25%

25%

IT Security Services

|A. Security Governance and Advisory Services

1. Texas Administrative Code, Chapter 202

25%

25%

25%

2. Texas Government Code, Chapter 2059

25%

25%

25%
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nfrastructure Services

1. Firewall and VPN policy and architecture review

25%

25%

25%

2. ISB/IPS policy and architecture review

25%

25%

25%

3. Access control/identity management review/integration services

25%

25%

25%

4. Network architecture review

25%

25%

25%

5. Host hardening and secure build development

25%

25%

25%

C. Risk and Vulnerability Assessment Services

1. Perimeter vulnerability scans

25%

25%

25%

. Perimeter penetration scans

25%

25%

25%

. Internal network vulnerability assessments

25%

25%

25%

. Network risk assessments

25%

25%

25%

Host vulnerability assessments

25%

25%

25%

. Host risk assessments

25%

25%

25%

. Applications architecture assessment

25%

25%

25%

. Applications penetration testing

25%

25%

25%

o[o[~[o[a]s]w[™S

. Secure code reviews

25%

25%

25%

10. Commercial product assessment

25%

25%

25%

11. Data security assessment

25%

25%

25%

|D. Security Training Services

|1. Security Policy and Guideline Development

25%

25%

25%




